
3Fish Limited 

Identity Verification Patent Portfolio 

 

Proposal 

3Fish Limited offers a robust patent portfolio, with an early priority date, covering effective and hardware-

agnostic online identity verification technologies.  

Overview 

In 2010, 3Fish Limited (‘3Fish’) filed patent applications for a low-tech, robust and adaptable alternative (termed 

‘Gestya’) to the current hardware-focused approaches to identity verification. The simplicity of the system belies 

its effectiveness, adaptability and future potential in an already congested field. Gestya may function as a stand-

alone system or dovetail with existing and future systems. Gestya is difficult to circumvent, easy to implement 

and non-reliant on hardware advancements.  

Technology Summary  

The Gestya system https://gestya.me/ includes a challenge-response method utilising a random sequence of 

prompts to the user who must repeat the requested actions in the correct order. This method ensures effective 

liveness detection, resilience to both replay/playback attacks and real-time video generation attacks - all of 

which are significant problems in existing face or voice recognition authentication systems.  

 

The unpredictability of the challenge-response sequence can add a complimentary additional layer of security to 

strengthen other user identification technology when liveness & replay attacks are possible, e.g. in face 

recognition, voice recognition and iris recognition. 

 

Gestya also evolved to span two operationally distinct embodiments using the same core principles, thus 

offering separate market opportunities with customisable user-engagement and automation.   

 

Automated versions as well as the earlier peer-to-peer versions of the underlying core technology are now 

patented, providing a random-sequence challenge-response method of testing liveness and identity without the 

need for specialized hardware. 

 

The Gestya technology provides a robust user-authentication method using a simple, yet effective, random-

sequence challenge and response verification method combined with ubiquitous low-cost user recognition 

technology. 

Company Background 

3Fish Limited is a New Zealand company that was established in 2010 to commercialise the “Gestya” technology 

and protect the IP. 3Fish Limited is led by CEO, serial inventor and entrepreneur Jeremy Wyn-Harris, who is also 

the founder and CEO of the leading NZ Services online marketplace https://www.linkedin.com/in/jwynharris/.    

   

Originally conceived to protect children online from predators operating under fake personas, Gestya’s 

applicability was soon apparent to the myriad other applications where user identity can be spoofed. 

 

https://gestya.me/
https://www.linkedin.com/in/jwynharris/


Jeremy has recognised his other commitments preclude the time and resources needed to advance the Gestya 

technology. Thus, the 3Fish IP portfolio is being offered to companies better equipped to market the Gestya 

technology.  

 

Applications and Relevance 

The technology has particular applicability in cybersecurity, financial and social applications but can be used 

anywhere where ensuring that verifying end user identity is critical, such as AML and KYC compliance. 

 

Since filing of the 3Fish patents, the technology has been adopted by a number of commercial entities in the 

user identification and digital onboarding space. A version of the Gestya technology is currently being used in 

New Zealand by a leading national bank allowing onboarding of customers without having to visit a branch, 

instead simply using commonly available smartphone technology.  

 

The technology is being used or promoted by a number of companies, including: 

 

Face++ https://www.faceplusplus.com/faceid-solution/  

RealMe https://www.realme.govt.nz/get-verified-realme-now/  

Daon https://www.daon.com/biometrics/liveness 

 

The 3Fish patent portfolio predates numerous other patents in this field (e.g. Googles ‘Blink-Test’ patents) 

claiming congruent or overlapping technology, including, for example: 

 

US8856541 by Google 

US8752151 by AT&T 

US9626498 by Orange 

US9390245 by Microsoft 

US10275672 by Pinhole (Beijing) Technology Co Ltd, Beijing Kuangshi Technology Co Ltd (companies related to 

Face++) 

Patent Portfolio 

The 3Fish Limited Patent portfolio includes multiple unique methods and systems for tackling online user-

validation challenges, as described in brief summary below and in fuller detail in the IP Annex.   

 

Patent Asset List  

U.S. 9,122,851 

U.S. 9,602,495 

U.S. 9,917,826 

U.S. 10,230,713 

U.S. 10,587,601 

Priority claims back to at least August 2010 

 

 

 

All the patents share the common principle of a user identification method using a challenge-response active 

liveness test. The variations and enhancements to the broad principle are summarised for each patent below. 

All the patents share the common principle of a user identification method using a challenge-response active 

liveness test. The variations and enhancements to the broad principle are summarised for each patent below. 

U.S. 9,602,495 – AUTOMATED IDENTITY ASSESSMENT METHOD AND SYSTEM 

This patent (referred to as ‘Automated Gestya’) claims the broad idea of using an automated system for 

challenge-response authentication and uses gesture recognition, e.g. video recognition of hand and/or face 

gestures. 

https://www.faceplusplus.com/faceid-solution/
https://www.realme.govt.nz/get-verified-realme-now/
https://www.daon.com/biometrics/liveness
https://patents.google.com/patent/US8856541B1/en?oq=US8856541
https://patents.google.com/patent/US8752151B2/en?oq=US8752151
https://patents.google.com/patent/US9626498B2/en?oq=US9626498
https://patents.google.com/patent/US9390245B2/en?oq=US9390245
https://patents.google.com/patent/US10275672B2/en?oq=US10275672
https://patents.google.com/patent/US9122851B2/en?oq=9%2c122%2c851
https://patents.google.com/patent/US9602495B2/en?oq=9%2c602%2c495
https://patents.google.com/patent/US9917826B2/en?oq=9%2c917%2c826
https://patents.google.com/patent/US10230713B2/en?oq=10%2c230%2c713
https://patents.google.com/patent/US10587601B2/en?oq=10%2c587%2c601


The unpredictability of the challenge-response sequence offers a complimentary additional layer of security to 

strengthen other user identification technology when liveness & replay attacks are possible, e.g. in face, voice 

and iris recognition.  

Applications for this technology are widespread, with any user identification application requiring a more 

onerous security requirement than pin/password systems. Commercial implementations of this technology 

include the system developed by Daon® for the RealMe® application for digital onboarding of new customers 

to Kiwibank® New Zealand. 

U.S. 10,587,601 – AUTOMATED IDENTITY ASSESSMENT METHOD AND SYSTEM  

This patent (referred to as ‘Automated Gestya with Face Recognition’) leveraged the broad principles from the 

‘Automated Gestya’ patent application, US16/250209 (published as US2019/0149534) to obtain a broader 

version of the Automated Gestya patent while introducing a facial recognition system as a requirement. 

U.S. 9,122,851 – IDENTITY ASSESSMENT METHOD AND SYSTEM  

This patent (referred to as ‘Peer-Verification’) was the first patent obtained and covers a challenge-response 

authentication method allowing social network users to verify the identity of the author of communications, files 

or other data received, ensuring liveness detection, resilience to replay/playback and real-time video generation 

attacks. 

At least one randomised prompt instructs an entity to perform a visual and/or auditory action. A recording of 

the entity’s response is sent to another user (e.g. friend, colleague) along with the time-matched prompts for 

assessment via visual recognition and correlation of the performed actions with the prompts.  

Particularly suited to potentially vulnerable users such as children, elderly adults or others in networks 

prioritising ID reassurance during non-live video communications, e.g. email, messaging, photo-sharing etc. 

U.S. 10,230,713 – AUTOMATED IDENTITY ASSESSMENT METHOD AND SYSTEM 

The 10,230,713 patent (referred to as ‘Broad P2P plus automated’) has granted patent claims provide slightly 

broader versions of both the Peer-Verification (‘851) and Automated Gestya (‘495) patents. 

U.S. 9,917,826 – AUTOMATED IDENTITY ASSESSMENT METHOD AND SYSTEM  

The 9,917,826 patent (referred to as ‘Password Reset’) covers the use of the Automated Gestya invention for 

specifically for verifying users in password reset procedures.  

Almost all major social media platforms and many financial/governmental online systems allow a password 

reset/recovery link to be sent to the registered email address or may use a SMS/Call for 2FA. Thus, a user’s 

phone stolen or otherwise compromised by a malicious entity allows the reset of all the user’s passwords and 

access to their accounts.  

The Password Reset patent claims a means for preventing such a hack using the Automated Gestya system. 

Conclusion 

The 3Fish patent portfolio represents a strong avenue for a buyer to strengthen their own patent portfolio or 

alternatively acquire a ready-made patent portfolio in this field. 

Please contact us at contact@ipiphany.co.nz with any questions or for any information you require to investigate 

this opportunity further.  



 

Annex A. 

 

This annex contains a table of the primary independent claims of the 3Fish Limited patents and a brief summary 

of what the claims cover. 

‘Peer-Verification’ 

U.S. 9,122,851 – IDENTITY ASSESSMENT METHOD AND SYSTEM 

 

Independent claims Summary 

 

 
 

 
 

 

The ‘Peer-Verification’ (‘851) patent claims a unique way 

of enabling social network users to verify the identity of 

the author of communications, files or other data 

received. 

 

In summary, the solution uses a challenge-response 

method utilising a random prompt to the entity who is 

asked to repeat the requested action. The entity is 

recorded performing the action as the prompt is made. 

The recording is sent to another user (e.g. friend) along 

with the time-matched prompts. 

 

The user can thus verify that the entity sending the 

communication/data etc. is the same as in the 

recording. If not, and the entity has inserted a video 

recording instead, then the recorded actions won’t 

match the prompt. 

 

This method ensures effective liveness detection, 

resilience to both replay/playback attacks and real-time 

video generation attacks - all of which are significant 

problems in existing face or voice recognition 

authentication systems.  

 

There is the potential for broader ‘Peer-Verification’ 

patents to be pursued, e.g. the social network 

limitation wasn’t necessary to overcome examiner 

objections. 

 

 

  



 

‘Automated Gestya’ 

U.S. 9,602,495 – AUTOMATED IDENTITY ASSESSMENT METHOD AND SYSTEM 

 

Independent claims Summary 

 

 
 

 
 

 

 

 

 

 

The ‘Automated Gestya’ ‘495 patent claims an 

automated version of the ‘Peer-Verification’ ‘851 

system, i.e. not requiring peer-verification, instead 

using a computer. A social network is also not required 

in the ‘Automated Gestya’ patent, in contrast to the 

Peer-Verification patent. 

 

In broad summary, the solution uses a challenge-

response method utilising a random sequence of 

prompts to the user who must repeat the requested 

actions in the correct order to be ‘authenticated’ by the 

system which determines if the performed actions 

match the prompts and timing.  

 

The unpredictability of the challenge-response 

sequence can add a complimentary additional layer of 

security to strengthen other user identification 

technology when liveness & replay attacks are possible, 

e.g. in face recognition, voice recognition and iris 

recognition. 



 
 

 

  



‘Password Reset’ 

U.S. 9,917,826 – AUTOMATED IDENTITY ASSESSMENT METHOD AND SYSTEM 

 

Independent claims Summary 

 

 
 

 

The ‘Password Reset’ ‘826 patent claims are essentially 

much the same as the ‘495 patent but are focused on 

the specific application for use in verifying entities who 

request a password reset/recovery. 

 

Password reset/recovery links typically just send a 

reset/recover link to the registered email address. This 

means that if a user’s phone is compromised by a 

malicious entity they can readily reset all the user’s 

passwords and gain access to their accounts. The 

claimed system provides a means for preventing such 

a hack. 

 

 

  



‘Broad P2P plus Automated’ 

U.S. 10,230,713 – AUTOMATED IDENTITY ASSESSMENT METHOD AND SYSTEM 

 

 

Independent claims Summary 

 

 
 

 
 

 

 

The ‘Broad P2P plus Automated’ ‘713 patent claims are 

broader versions of the Peer-Verification (‘851) and 

Automated Gestya (‘495) patent claims. 

 

Claim 1 of the ‘713 patent is a Peer-Verification method 

claim but revised to be less restrictive than the Peer-

Verification ‘851 claims, e.g. there is no requirement for 

a social network. 

 

Similarly, Claim 6 of the ‘Broad P2P plus Automated’ 

patent is a revised and less restrictive claim than the 

‘Automated Gestya’ claims. 

 

  



‘Automated Gestya with Face Recognition’ 

U.S. 10,587,601 – AUTOMATED IDENTITY ASSESSMENT METHOD AND SYSTEM 

 

Independent claims Summary 

 

 
 

 

This ‘Automated Gestya with Face Recognition’ covers 

an even broader version of the Automated Gestya (‘495 

and ‘713) patent claims, though introducing a facial 

recognition system as a requirement of the method. 

 

 


